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Why a CLE on eDiscovery and Information Governance 
and in  Office 365?

• 84% growth in # of seats year-over-year

• 50k small businesses adopt Office 365 every

• month

• 1 in every 4 Microsoft enterprise customers uses
Office 365

• Office 365 is Microsoft’s fastest growing 
commercial product ever

• Office 365 eclipsed Salesforce.com as the most
widely used cloud-based business application

• Estimates are there are 155 million Office 365 users

Why a CLE on eDiscovery and Information Governance 
and in  Office 365?

The data being moved to  
Office 365 is:

• Among the most highly 
targeted and sought in 
discovery

It’s an evidence repository
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Why do organizations move to Office 365?

Cost
– Fixed predictable pricing of dollars per user for email, SharePoint, IM, collaboration, etc.

– Operational vs. Capital expense

Easier to deploy and manage
– Less infrastructure to integrate and manage

Allows IT to focus on more strategic engagement with business
– Email and file storage/sharing considered commodity services

Built to be deployed on multiple devices  and available 24/7
– Mobile and cloud first! Microsoft’s mantra

5

Dynamics introduced by moving to Office 365

New content types

• Planner

• Sway

• SharePoint specific content

• Voice mail preview

New storage locations

• OneDrive for Business

• Groups

• Teams

• Yammer

Change

• Persistent, continuous, and at high velocity

• Lower bar to deployment

• Heavy IT integration and configuration is handled by Microsoft

• Easier to deploy and consume features such as Instant Messaging, 
collaboration, Information Rights  Management, etc.6
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OneDrive for Business

• What is it?
– Individual file storage tool that competes with DropBox, Box, GoogleDrive

– Potentially replace “My Documents” and home-share on file server

– Technically it’s a SharePoint site

– Access via the web or local copy on user’s device

• eDiscovery implications
– ESI stored in OneDrive for Business is subject to eDiscovery tools

– ESI stored in OneDrive for Business is subject to Information Governance tools

– Centralized repository reduces need to collect from desktop, laptop, tablet

• FYI
– There is OneDrive for Business AND “OneDrive”

– OneDrive
• Consumer oriented service

• Provided with certain Office and Office 365 subscriptions

7

…but your files are 
ALSO stored in the 

cloud

Work with files on 
local device…

Teams

What is Teams?

• Microsoft’s answer to Slack

• “Persistent” chat

• Meetings, files, notes

• Finally, the email killer?

8
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What is Office 365?

What is Office 365?

• Suite of Services/Products

• E-mail, Instant Messaging, Collaboration, File Storage

• Office (Word, Excel, PowerPoint, Access, etc.), Exchange, 
SharePoint,  Skype for Business

• Cloud

• Quintessential example of cloud computing

• Hardware, storage, backup and disaster recovery are handled 
by  Microsoft

• Software as a Service (SaaS)

• Individuals, companies, organizations subscribe to the service 
for a  fixed monthly or annual fee

10
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Key elements of Office 365
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Exchange

-Email

-Calendar

-Contacts

-Tasks

-Notes

-Journal

-Exchange Public Folders

SharePoint
-Collaboration: Team Sites

-Intranet/portals

-Blogs/wikis

-Application development

-Enterprise Content Management

-Document libraries

-Enterprise file sharing:  OneDrive for 
Business & document libraries

Teams
-Instant Messaging (IM chats)

-Voice (call logs)

-Online meetings

-Presence

-File Storage

Replacing Skype

“Mashups”
Applications and tools that are cross-platform 
and/or built from the ground up in Office 365

-Groups

-Planner

-Teams

Office ProPlus
-Word

-Excel

-PowerPoint

-Outlook

-OneNote

-Access

-Publisher
Unique 

ESI 
NOT 

found in 
user’s 

mailbox

Unique 
ESI NOT 
found in 
user’s 

mailbox

Install 
on up 
to 15 

devices
!

Subject to 
eDiscovery 

tools?

Unique 
ESI 
NOT 

found in 
user’s 

mailbox

How does Office 365 work?
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How does Office 365 Work?

Unlike many SaaS applications, Office 365  
has a robust locally installed “client”  
software component: Office

14

What types of data may be found in 
Office 365?
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What types of data may be found in Office 365?

• Exchange
– Similar to “On Prem” Exchange

– Additional considerations:
• Site mailboxes (tied to 

SharePoint site)

• Exchange Public Folders

15

Exchange Online
• Email

• Calendar
• Contacts
• Tasks
• Notes
• Journal
• Exchange Public Folders

What types of data may be found in Office 365?

• Teams
– Calls and meetings

• Calls and meetings can 
be recorded.

• Voice and video
• Replacing Skype for 

Business
– Chat messages
– File sharing and storage

16

Teams
• Instant Messaging
• Voice
• Online meetings

• Video
• Screen sharing

• Presence
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What types of data may be found in Office 365?

• SharePoint
– Collaboration

• Internal users

• Internal users and external users

– Custom Application Development

• Create a wide variety of applications to support business processes

– Enterprise Content Management (ECM)

• Document and records management

• Digital content management

– File storage and sharing (OneDrive for Business)

• Replace file shares and “My Documents”

17

eDiscovery in Office 365
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In a nutshell: eDiscovery Features in Office 365

“Standard” eDiscovery
1. Search across one or more mailboxes 

and SharePoint sites

2. Preserve Exchange/Outlook, SharePoint, 
and Skype for Business content

3. “Preview” preserved content

4. Collect and export Exchange/Outlook, 
SharePoint, and Skype for

5. Business content

19

In a nutshell: eDiscovery Features in Office 365

“Advanced” eDiscovery

• Near-duplicate detection

• Thread analysis

• Predictive coding (“relevance”)

• Themes and Search

20

Defensibly reduce  
the volume of ESI  
sent outside the  

organization’s four  
walls
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Enabling defensible legal hold: Recoverable Items Folder

• Users can only access one level, “Deleted Items”

• eDiscovery tool can access much more:
• Deletions

– Contains all items deleted from the Deleted Items folder.

– This folder is “seen” by end users via “Recover Deleted Items”

• Versions
– If hold in effect, contains original and modified copies of the deleted items

• Purges
– If hold OR SIR in effect contains all items that are “purged”

• Audits
– If mailbox logging is enabled, contains mailbox audit entries

• Discovery Holds
– If “scoped” hold in effect this is where purged items go

• Calendar Logging
– Contains calendar changes that occur within a mailbox

21

Enabling Defensible Legal Hold:
Preservation Hold Library

• A “preservation hold library” is created the 
first time a SharePoint site is put under 
hold.

• Users can continue to work on content  
without disruption.

• Content on hold-including web pages,  
documents, lists, and other items are  
preserved as needed (if user edits an item 
it prompts preservation)

• Users don’t see the preservation hold 
library

• To preserve all versions of content in a 
site, versioning must be enabled 22
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File Formats in Office 365
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What DOES Office 365 eDiscovery do?

Standard eDiscovery
1. Search and investigation of mailboxes and SharePoint sites (including OneDrive for

Business)
• Keywords

• Boolean operators

• Metadata

• Date scoping

2. PRESERVE IN-PLACE WITHOUT MAKING A COPY!
3. Allow for the “preview” of items identified via search

4. Collect from mailboxes, SharePoint sites, and  OneDrive for Business Office 365
Groups

Advanced eDiscovery
• Identify near-duplicate items
• Identify and consolidate email threads
• Perform predictive coding
• Analyze email and documents in “clusters”
• Export load file with metadata and natives

24

Super-early  
ECA

Near-dup

Email  
threading

Technology  
Assisted  
Review
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What DOESN’T Office 365 eDiscovery do “out-of-the-
box?”

• Legal hold notification and workflow
– Telling custodians they are on hold and tracking acknowledgements

– Sending out questionnaires

– Providing audit trail of when and who is on legal hold

• Does not identify, preserve, or collect ESI located outside of Office 365-
for example:
– Desktop, laptop, tablet computers

– File (network) shares

– Smartphones

• “Full” eDiscovery processing*

• Review

• Production
25

Information Governance Features 
in Office 365
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Information Governance features in Office 365

• Retention & Disposition
• In-Place Archive (Exchange)

• Document deletion policies (SharePoint)

• Information Management Policies (SharePoint)

• Messaging Records Management (MRM)
(Exchange)

• Records Management (SharePoint Records 
Center) (SharePoint)

• Site Closure Policies (SharePoint)

• Compliance
• Preservation & Preservation Lock

• Supervisory Review

30

• Information Security
• Supervisory Review (Exchange)

• Data Loss Prevention (Exchange, SharePoint)

• Encryption (Exchange)

• Information Rights Management (IRM) 
(Exchange, SharePoint)

IG features in Office 365:
Retention & Disposition
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Retention & Disposition: Messaging Records 
Management  (MRM) (Exchange)

• Email management framework
• Employs a “tagging” paradigm
• Tags get applied to:

• Entire mailbox OR a folder OR an individual  

message/item

• Multiple tags can be created,  for example:
• 1 year (delete all items after one year)

• 5 year (retain item or items in folder for 5 years)

• Archive (move Inbox items to archive mailbox after 

6  months)

• Policies:
• Can aggregate tags into distinct policies (Executive  Policy, VP Policy, Legal Dept. Policy, etc.)

• Legal hold suspends deletion 29

Retention & Disposition:In-Place Archive (Exchange)

• NOT the type of archiving associated with  
dedicated archiving tools such as Enterprise  
Vault, SourceOne, Legato, etc.

• Provides additional storage capacity for email

• Emails can be moved into the archive via  
several methods:
–Move or copy by user

–Inbox rules

–Retention policy

• Key benefit is elimination of need for off-
server storage (such as PST files)

30
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Retention & Disposition:
Document Deletion Policies  (SharePoint)

• A policy framework for SharePoint
–Applies to site collections, sites, OneDrive 

for Business

• Not a records management oriented
approach
–Keep for X number of years then delete

• Multiple policies depending on  
need:
–Policy for OneDrive for Business

–Policy for internal team sites

–Policy for extranets

• Legal hold suspends deletion

31

Retention & Disposition:
Information Management Policies  (SharePoint)

• Framework for
– How long to retain files and content

– Audit actions taken on files and
content

• Provides various options for
what happens to files and
content
– Delete

– Start a workflow

– Etc.

32

• Implementation requires planning, training, careful  thought
Can apply policies at the site collection, site, or library level



Epiq ‐ eDiscovery and Information Governance in Office 365

17

SharePoint Records Management

Three possible approaches:

33

Collaborate Externally – upload, view, manage documents and data

Outside 
Counsel

Vendor Outsourcing

Out of the box, SharePoint provides a framework to implement records management

1
“In-Place:”  leave document in 
current location but declare it as a 
record

“Records Center:”  documents 
are moved into a centralized 
repository within SharePoint and 
managed as records there

Hybrid

2

3

IG features in Office 365:
Compliance



Epiq ‐ eDiscovery and Information Governance in Office 365

18

Compliance:
Preservation & Preservation Lock

• Preservation Policy
• Establish one or more policies

• Based on date an item is created, sent/received

• Policy can replicate journaling

• Capture all messages regardless of end user
actions

• Preservation policy with
preservation  “lock”
• Can set the minimum length of time ESI retained

• Cannot reduce the length of time

• Can add MORE time

35

Supervisory Review (in “Preview”)

• Email review for:
– SEC, FINRA, NASD email monitoring

– Supports review and supervision of email 
correspondence with the public

• Configuration options include:
– Select users to supervise

– Create “lexicons”

– Select % of communications to review

• Supervisory Review client
– Mark items as compliant, non-compliant, 

further review

– Add comments

36
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IG features in Office 365:
Information Security

IG features in Office 365:
Data Loss Prevention (DLP)

• DLP policies contain sets of conditions 
which filter messages and attachments

• DLP policies employ:
– Rules:  for example, if a sequence of 

numbers such as 123-12-1234 appear

– Actions:  if 123-12-1234 appears, do not 
send the message 

– Exceptions:  its ok to send the message 
if the sender is John Doe

• Target PII, PHI, credit card numbers, 
social security numbers, drivers license 
numbers, etc.  

• Use out of the box templates, create 
custom rules, or import  rules created 
by 3rd parties

38
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IG features in Office 365: 
Encryption

• Multiple options available to implement a 
program to encrypt sensitive information 
in email

• Office Message Encryption (OME)
– Works with internal and external recipients
– No special software required by recipients (don’t have 

to be on Office 365)

• Secure/Multipurpose
Internet Mail Extensions (S/MIME)

– Uses certificates in a private-public key framework
– Includes digital signature

39

IG features in Office 365: 
Information Rights Management (IRM)

• Encrypts files and limits programs 
and users who are allowed to decrypt

• Limits what users can do:
– Email:  who can access, forward, print, or copy 

sensitive data
– SharePoint:  limit actions users can take on 

files such as read-only (can’t edit), copying and 
printing

• Can be configured to be in effect for 
set period of time (expiration)

• Email rules:
– Can configure rules to apply IRM to certain 

messages (for example, messages containing 
word “confidential”)

40
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Confidential—Not For Distribution

Resources

Resources for eDiscovery and IG in Office 365

https://support.office.com/en-us/article/Security-and-Compliance-in-Office-365-for-business-Admin-Help-7fe448f7-
49bd-4d3e-919d-0a6d1cf675bb?ui=en-US&rs=en-US&ad=US

42

Moving
Target
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Resources for eDiscovery and IG in Office 365

https://technet.microsoft.com/en-us/library/dn532171.aspx

43

Moving
Target

Keeping up with Office 365

44

http://fasttrack.microsoft.com/roadmap
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Keeping up with Office 365

https://www.youtube.com/playlist?list=PLXPr7gfUMmKwn422HmCx7b7D5qh9T6frb

45

Epiq O365 Services

• Deep Dive
– Detailed review of eDiscovery and IG features

• Workshop
– Review of current processes and procedures

– Training/deep dive on native tools

– Roadmap and strategy for O365 integration and adoption

• Assessment

• Training

• Implementation

• Defensible Deletion of ESI before migration

• Email archive migration
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