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Epiq - eDiscovery and Information Governance in Office 365

« 84% growth in # of seats year-over-year
« 50k small businesses adopt Office 365 every

*« month
* 1in every 4 Microsoft enterprise customers uses
Office 365

+ Office 365 is Microsoft’'s fastest growing
commercial product ever

» Office 365 eclipsed Salesforce.com as the most
widely used cloud-based business application

» Estimates are there are 155 million Office 365 users
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The data being moved to
Office 365 is:

* Among the most highly

targeted and sought in
discovery
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My )
,(S%L(}_ Cost
o $ — Fixed predictable pricing of dollars per user for email, SharePoint, IM, collaboration, etc.
=55 — Operational vs. Capital expense

Easier to deploy and manage
— Less infrastructure to integrate and manage

Allows IT to focus on more strategic engagement with business
— Email and file storage/sharing considered commodity services

Built to be deployed on multiple devices and available 24/7
— Mobile and cloud first! Microsoft's mantra

epiQ

New content types
. Planner
«  Sway
»  SharePoint specific content P
*  Voice mail preview .
New storage locations

+  OneDrive for Business oo OneDrive
T

*  Groups

« Teams

*  Yammer >
Change

» Persistent, continuous, and at high velocity

* Lower bar to deployment

* Heavy IT integration and configuration is handled by Microsoft

» Easier to deploy and consume features such as Instant Messaging, epiQ
collaboration, Information Rights Management, etc. p -
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File Edit View Tools Help

. What s it? D —

Individual file storage tool that competes with DropBox, Box, GoogleDrive Organize ¥ New library
—  Potentially replace “My Documents” and home-share on file scrver
—  Technically it's a SharePoint site

't Favorites
B Desktop

g Downloads
—  Access via the web or local copy on user’s device Work with files on % Recent Places
. . . . local device Samples, ESI Data Map
+ eDiscovery implications  ofice 365 Dame

& OneDrive - John Collins
—  ESI stored in OneDrive for Business is subject to eDiscovery tools

— ESI stored in OneDrive for Business is subject to Information Governance tools

Libraries
—  Centralized repository reduces need to collect from desktop, laptop, tablet H;] Documents
&' Music
—  There is OneDrive for Business AND “OneDrive” ...but your files are
—  OneDrive ALSO stored in the

+  Consumer oriented service cloud
»  Provided with certain Office and Office 365 subscriptions

epiQ

What is Teams? - . e
Microsoft's answer to Slack _— '
*  “Persistent” chat
* Meetings, files, notes
*  Finally, the email killer?
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What is Office 3657

» Suite of Services/Products
«  E-mail, Instant Messaging, Collaboration, File Storage ﬁg QH?‘EE »3 O =m0

» Office (Word, Excel, PowerPoint, Access, etc.), Exchange, &
SharePoint, Skype for Business

I

+ Cloud
* Quintessential example of cloud computing

* Hardware, storage, backup and disaster recovery are handled
by Microsoft

5

» Software as a Service (SaaS)

* Individuals, companies, organizations subscribe to the service
for a fixed monthly or annual fee ePIQ
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SharePoint Teams
-Instant Messaging (IM chats)
-Voice (call logs)
-Online meetings
-Presence
Unique -File Storage
Replacing Skype

Exchange
-Collaboration: Team Sites
-Intranet/portals
-Calendar p-
-Blogs/wikis
-Contacts n -Application development
-Tasks Unique
ESINOT -Enterprise Content Management
-Notes found in -Document libraries ESI
-Enterprise file sharing: OneDrive for NOT

-Email

-Journal user's
Business & document libraries found in

ge Public Folders mailbox )
user's
mailbox

. “ ”
Office ProPlus Mashups
Word Applications and tools that are cross-platform
and/or built from the ground up in Office 365
-Excel
-Groups
-PowerPoint
-Planner
-Outlook
-Teams
-OneNote
-Access
-Publisher

Unique
=]
NOT
found in

Install
on up
to 15
devices
1

user's

mailbox ep|Q

How does Office 365 work?
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Office 365 Datacenters e e

software component: Office

m Qutlook

«att OneDrive

for Business

epiQ

What types of data may be found in

Office 3657
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* Exchange .
— Similar to “On Prem” Exchange ExEch?nge Online
— Additional considerations: e
_ _ Calendar
« Site mailboxes (tied to Contacts
SharePoint site) Tasks
* Exchange Public Folders Notes

Journal
Exchange Public Folders

epiQ

 Teams
— Calls and meetings Teams
 Calls and meetings can + Instant Messaging
be recorded. « Voice
* Voice and video + Online meetings
* Replacing Skype for * Video
Business + Screen sharing
— Chat messages - Presence
— File sharing and storage
. epIQ
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 SharePoint

Collaboration
e Internal users
* Internal users and external users
Custom Application Development
» Create a wide variety of applications to support business processes
Enterprise Content Management (ECM)
* Document and records management
» Digital content management
File storage and sharing (OneDrive for Business)
* Replace file shares and “My Documents”

epiQ

eDiscovery in Office 365
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“Standard” eDiscovery

1. Search across one or more mailboxes
and SharePoint sites

and Skype for Business content
3.  “Preview” preserved content

4.  Collect and export Exchange/Outlook,
SharePoint, and Skype for

5. Business content

2. Preserve Exchange/Outlook, SharePoint,

Electronic Discovery Reference Model

P

VOLUME

Electronic Discovery Reference Model / © 2014/ v3.0/ edrm.net

RELEVANCE

epiQ

“Advanced” eDiscovery
» Near-duplicate detection
* Thread analysis

« Themes and Search

Defensibly reduce
the volume of ESI
sent outside the

organization’s four
walls

* Predictive coding (“relevance”)

Electronic Discovery Reference Model

A

VOLUME

20

Electronic Discovery Reference Model / © 2014/ v3.0/ edrm.net

RELEVANCE

epiQ
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All indexed; eDiscovery
searches cover entire source

» Users can only access one level, “Deleted ltems” e

delivered Exchange Mailbox

J_I

» eDiscovery tool can access much more: — | |
. moved to Deleted Items
° Deletlons Deleted Items (5) Message Edited
Recoverable Items
— Contains all items deleted from the Deleted Items folder. (3) Message deleted

— This folder is “seen” by end users via “Recover Deleted Items 43} Message “purged”

by user (Litigation Hold/|

* Versions Shae o hecovory
— If hold in effect, contains original and modified copies of the deleteditems (2% Message ‘purgect

by user (In-Place Hold)
* Purges
— If hold OR SIR in effect contains all items that are “purged”

* Audits

— If mailbox logging is enabled, contains mailbox audit entries

* Discovery Holds

— If “scoped” hold in effect this is where purged items go

 Calendar Logging

— Contains calendar changes that occur within a mailbox epIQ

e

* Afpreservation hold library” is created the
first time a SharePoint site is put under JES———
hold. i E;:;‘::ﬁﬁ;?&?’:ﬁﬂﬁ:?;.e

» Users can continue to work on content
without disruption.

Deleted items

If Versioning is
enabled, interim

+ Content on hold-including web pages, the Verdion tlder
documents, lists, and other items are R o

preserved as needed (if user edits an item
it prompts preservation)

» Users don'’t see the preservation hold
library

* To preserve all versions of content in a
site, versioning must be enabled

epiQ
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T (D -
Email message  [eml el (Microsoft Word  [dot  |ldot | e
Email message s nws Microsoft Word [do Aot —
HIML bl ascx Mhcrosoft XPS ke =ps o veds vede
HIML it asp Document Chart _|ode ode isio [vss .vss
HIML [t aspx WT odp [isio [vssm .vssm
HIML [t <55 Presentation Tsio — o=
HIML himl hia o s [ods ods isio st vst
HIML :z}l .]1221 Open Docament Text__[odt odt Tisio vstm s
HInL o — Guliook item e msg o — g
HIML Portable Docoment ;
HIML [latml hix Format [pdf -pdf isio [vse vax
HIML hitm! jheml Rich Text Format [ of Tisio & B
HIML — stm Text |t asm B eml I
MEIML docoment [t mht Tent =t Tat oL o
MEIM. docoment _|mhibml bl ot ot = LS B2 B
Microsoft Excel xib ESE) Text =t cmd ML ol 1=
Microsoft Exeel xle xle Text |t <pp POV jxml .xml
Microsoft Exeel x1s xls Text =t csv g B ET
MMicrosoft Exeal =sb 15D Teat &t N Note:

Excel xlem slsm Text b def Tn SharePoint Online the same file name extensions that are listed in this table are supported. Tn
Microsoft Excel <lsx lsx Test |t h addition, SharsPoint Online also supports the Hllowing:
MMicrosoft Excel =it Sl Text it hpp
Microsoft OneNote one one Toxt [ Tnk + one

owerPoint _|pot .pot Text et mpw - xle

Mcrosoft PowerPoint  |ppa Pra Text |ext php. v xle
Ticrosoft PowerPoint _|[pps pr= Text et t . alb
Microsoft PowerPoint__[ppt ot Text et et s
M ft PowerPoint__|pptm ppm Text et -url
Microsoft PowerPoint _[ppte ot TEE igr HE
Microsoft Publisher pub pub TEE T G
Microsoft Word doc doc Visio [raw W

Word docm docm Visio [vax vin
Microsoft Word docs doex Visio [vsd vad epl Q
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Standard eDiscovery

1. Search and investigation of mailboxes and SharePoint sites (including OneDrive for

Business)

. Keywords Preservation
. Boolean operators

. Metadata

) Identification
Date scoping

2. PRESERVE IN-PLACE WITHOUT MAKING A COPY!
Allow for the “preview” of items identified via search

Collection

w

4. Collect from mailboxes, SharePoint sites, and OneDrive for Business Office 365

Groups
Advanced eDiscovery Near-dup
» ldentify near-duplicate items Technology

Analysis Assisted
Email Review

threading

+ Identify and consolidate email threads Processing
*  Perform predictive coding
* Analyze email and documents in “clusters”

* Export load file with metadata and natives 5 epIQ
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* Legal
—  Telling custodians they are
— Sending out questionnaires

ification and workflow
tracking acknowledgements

—  Providing audit trail of when and who is on legal hold

Does not identify, preserve, or collect ESI located outside of Office 365-

for example:

—  Desktop, laptop, tablet computers

—  File (network) shares
—  Smartphones
“Full” eDiscovery processing*

Review
Production

25
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Information Governance Features

In Office 365

13
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* Retention & Disposition * Information Security
* In-Place Archive (Exchange) . Supervisory Review (Exchange)
Document deletion policies (SharePoint) . Data Loss Prevention (Exchange, SharePoint)
Information Management Policies (SharePoint) . Encryption (Exchange)
Messaging Records Management (MRM) . Information Rights Management (IRM)
(Exchange) (Exchange, SharePoint)

Records Management (SharePoint Records

Center) (SharePoint) ) —
Site Closure Policies (SharePoint) un o n mg
reserve
« Compliance .
* Preservation & Preservation Lock 'Q‘k
»  Supervisory Review Discov Archive

| o

|G features in Office 365:

Retention & Disposition

14
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ire mailbox (default) |

+ Employs a “tagging” paradigm

° Email management framework new tag appl -.'r:I.u.lc:mf;: ically 1o

+ Tags get applied to:

* Entire mailbox OR a folder OR an individual

message/item
* Multiple tags can be created, for example:
» 1 year (delete all items after one year)

2555

Delete all items afier 7 years (2355 days]

* 5year (retain item or items in folder for 5 years)

* Archive (move Inbox items to archive mailbox after
6 months)

 Policies:

* Legal hold suspends deletion 29

« Can aggregate tags into distinct policies (Executive Policy, VP Policy, Legal Dept. Policy, etc.

&biQ

* NOT the type of archiving associated with

All Unread Tome FAagged

dedicated archiving tools such as Enterprise ® o
Vault, SourceOne, Legato, etc. J—
* Provides additional storage capacity for email ‘?fjfj: g
* Emails can be moved into the archive via < Fre
several methods: ’f '
—Move or copy by user m:
—Inbox rules
—Retention policy T .

* Key benefit is elimination of need for off-
server storage (such as PST files)

30
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ocument Deletion Policy Center

* A policy framework for SharePoint
—Applies to site collections, sites, OneDrive

for Business —
* Not a records management oriented m'.l#
approach
—Keep for X number of years then delete —
- Multiple policies depending on s
need:

—Policy for OneDrive for Business
—Policy for internal team sites

i

—Policy for extranets
* Legal hold suspends deletion

31
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*  Framework for
—  How long to retain files and content

- Audit actions taken on files and
content

* Provides various options for
what happens to files and
content
—  Delete
—  Start a workflow Do

[ Enabie Auditing

- Etc.

* Implementation requires planning, training, careful thought
Can apply policies at the site collection, site, or librarylevel

32

epiQ
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Out of the box, SharePoint provides a framework to implement records management

Three possible approaches: 8.0. ‘.ﬁ ~5 - -Q' -

Scanning Process A e MOURTAIN

« » . End . Record = Optical Character Recognition (OCR)
In-Place:” leave document in ser Physical  Operators o dex Off-Site Storage
current location but declare it as a L
Ri d

record il | 1 | s <

AN

o “Records Center:” dOCU ments | Collaborate Externally — upload, view, manage documents and data
are moved into a centralized j; Outside 1 Office 365 i{” Vendor Outsourcing
—_ Counsel L R="

repository within SharePoint and
managed as records there

e Hybrid epIQ

33

|G features in Office 365:

Compliance
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Preservation Policy
« Establish one or more policies
+ Based on date an item is created, sent/received
* Policy can replicate journaling

» Capture all messages regardless of end user

actions

Preservation policy with
preservation “lock”
+ Can set the minimum length of time ESI retained
+ Cannot reduce the length of time
+ Can add MORE time

epiQ

Email review for:
— SEC, FINRA, NASD email monitoring

— Supports review and supervision of email
correspondence with the public

Configuration options include:

— Select users to supervise

— Create “lexicons”

— Select % of communications to review
Supervisory Review client

— Mark items as compliant, non-compliant,
further review

— Add comments

* Conditiens

- This item is classified as Not Reviewed.

Classificaton

Classily dom as
Compliant
“Mon-Comgliant
Muestionabbe
Resohed

Comments

Yidd a commant

18
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|G features in Office 365:
Information Security

DLP policies contain sets of conditions

which filter messages and attachments

* DLP policies employ:

— Rules: for example, if a sequence of
numbers such as 123-12-1234 appear

— Actions: if 123-12-1234 appears, do not
send the message

— Exceptions: its ok to send the message
if the sender is John Doe
* Target PIl, PHI, credit card numbers,
social security numbers, drivers license
numbers, etc.
* Use out of the box templates, create

custom rules, or import rules created
by 3rd parties

38

PIl Policy 12

» general

rules

Description:

lpersonally identifiable information (PIl) in the United States, including ~ *]
jinformation like social security numbers or driver's license numbers. Use |
lof this policy does nat ensure compliance with any regulation. After your s

esting is complete, make the necessary configuration changes in

Jelps detect the presence of information commonly considered tobe

Choose the state of this DLP policy:
QO Enabled

® Disabled

Choose a mode for the requirements in this DLP policy:
@Enforce

(O Test DLP policy with Policy Tips

O Test DLP policy without Policy Tips

epiQ
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Multiple options available to implement a
program to encrypt sensitive information

in email

Office Message Encryption (OME)

— Works with internal and external recipients

— No special software required by recipients (don’t have

to be on Office 365)

Secure/Multipurpose
Internet Mail Extensions (S/MIME)

pharmac

Vind e 1 s the OME vrwer 9 10 viw
Your encryphed message

iPhone or iPad...

Open the message again, tap and hold the
altachenent, ane seiect Open in GME Viewer

1f you dont Farve the OME Viewer app. downioad
ILnas

Android device. .

D the messge again, g the sachment,
and sefect OME Viewer,

— Uses certificates in a private-public key framework Sy b o CATE Ve s o

— Includes digital signature

epiQ

Encrypts files and limits programs
and users who are allowed to decrypt

Limits what users can do:

— Email: who can access, forward, print, or copy
sensitive data

— SharePoint: limit actions users can take on
files such as read-only (can’t edit), copying and
printing

Can be configured to be in effect for
set period of time (expiration)
Email rules:

— Can configure rules to apply IRM to certain
messages (for example, messages containing
word “confidential”)

Information Rights Management (IRM)

IRM helps protect sensitive files from being misused or distributed without permission once they have been downloaded from this library.

[ Restrict permissions on this library on download
Create a permission policy title

Confidential Company Information
Add a permission policy description:
Documents and files classified as confidential (should not be shared outside company wjout NDA)

HIDE OPTIONS

Set additional IRM library settings
This section provides additional settings that control the library behavior.

[ Do not allow users to upload dacuments that do not support IRM
[ Stop restricting access to the library at
Prevent opening documents in the browser for this Document Library

Configure document access rights
This section control the document access rights (for viewers) after the document is downloaded from the library; read only viewing
right is the default. Granting the rights below is reducing the bar for accessing the content by unauthorized users.

O Allow viewers to print

[ Allow viewers to run script and screen reader to function on downloaded documents.
[ Allow viewers te write on a copy of the downloaded decument

[ After download, document access rights will expire after these number of days (1-365)

epiQ
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Resources

Confidential—Not For Distribution

Moving
Target

Security and Compliance in Office 365 for
business - Admin Help

- https://support.office.com/en-us/article/Security-and-CompIiance-in-Office-365-for-business-Admin-HeIp-?fe4ébIQ
49bd-4d3e-919d-0a6d1 cf675bb?ui=en-US&rs=en-US§§ad=US

21
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# TechNet Library

Office Products
Office 365 for administrators
4 Office 265 Security and

Compliance

I ar et * Office 365 Compliance Center
Import PST files to Office 365
Anti-spam and anti-malware
protection

Office 365 security and compliance
26 out of 44 rated this helpful - Rate this topic

Appties to: Office 365 Enterprise, Office 365 Midsize Business

Micrasoft Office 365 is designed to help meet your s needs for y

Microsoft

echNet

Home Wiki  Leam  Gallery

Downloads

Support  Forums  Blogs

search TechNet

Topic Last Modified: 2015-10-23

legal,regulatory, and techrical
365, wnd

» hachiving standards. Setting
Auditing
eDiscovery
Encryption
Hold

described in this topic.

Informaticn management
policies

Informaticn Rights Feature

e
compliant Office 365 work enviranment that meets your i i you may

The following table describes the Office 365 features that are available to help

Description

Management
Legacy Exchange Hosted Gifice 365 Compliance
Services Center

Exchange Activesync policies
for managing devices

You can use the Office 365 Compliance Center 1o manage compliance across Office 365, Exchange Gnline, and SharePoint Gnline.

eDiscovery diting reparts, and i ge Onli
SharePoint Oniine. I i inyour they allof
compliance features in the Compliance Center.

Transport rules.
Use Office 365 tools for
security investigations

Import PST files to
Office 365

Use the Office 365 Import Service to import PST fil ilbores or imps i r
organization. For both types of files, you can upload the files aver the network or copy them to-a hard drive and then ship the driv
a Microsoft datacenter, where the data will be imported to Office 365.

Anti-spam and anti-
mahware protectionin

Office 365 has built-in makware and spam filtering capabilties that help protect inbound and outbound email messages from
malicious software and help protect you from spam. You don't need to set up or maintain the filtering technologies, which are

https://technet.microsoft.com/en-us/library/dn532171.aspx

epiQ

ANNOUNCEMENT

Office 365 Customer Success Center

Home  Somanos  Cepioyment  Adopton  Roadmap  Communty  Resources

Office 365 Roadmap

The Office 365 Roadmap lists updates that are cumrently planned for applicable
subrseribers. Updates are at various stages from being in development to ralling-out
to customers to being generally available for applicable customars world-wida,

Service Updates FAQE)

Release Programs Guide (3)

D AL

B Pube Folder eDicovery & ba Place Hold

£ Ralling out (0)

oo ALt
@ ebiscovery Laport De-duplication

eliscrrny Uxpart Reports

é http:/fasttrack.microsoft.com/roadmap

@
@ eDiscovery Infix 8 Sullis Wikscards
(C]

incorvrey Mull-Grenty Laport

COUAPS ALL

COUAPHL ALL

oo AL

B sty

Uiqubia Zonm

COUAPSE AL

44

epiQ
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Office Videos e

Home  Videos  Plaglsts  Channels  Discussion  About

3 Office 365 Updates
Oﬁl Ce 3 6 5 Office Videos - B videos * 4495 views * Last updated on May 2, 2016
M;
Update | (oo (s
fice3es | Office 365 Update for May 2016
1 Update] by Office Videos

a3t | Office 365 Updates for April 2016
2 | UpdaeEl | by ffce Videos

Gica365] Office 385 Updites for March 2016
* | Updoe | by e ideon

Siii3E | Office 365 updates for February 2016
“ | UptaeE | byoffice Videos

©lice3cs| Office 385 updates for January 2016
S UptateE | byoffice Videon

» https://www.youtube.com/playlist?list=PLXPr7gflUMmKwn422HmCx7b7D5qh9T6frb eplQ
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* Deep Dive !i““"

— Detailed review of eDiscovery and IG features
 Workshop

— Review of current processes and procedures

— Training/deep dive on native tools

— Roadmap and strategy for O365 integration and adoption

+ Assessment
+ Training
* Implementation

Data Migration

« Defensible Deletion of ESI before migration OHSEONS).

* Email archive migration
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